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Education

* Ph.D., Cyberspace Security, Nanjing University of Aeronautics and Astronautics  2024.04-2027.04

* Visiting Ph.D.,Cyberspace Security, University of Milan, SPDP Lab 2025.09-2026.09
* M.S., Cyberspace Security, Nanjing University of Aeronautics and Astronautics 2021.09-2024.04
* B.E., Computer Science and Technology, Anhui Normal University 2017.09-2021.06

Research Interests

* Field: Data privacy, computational social science, and artificial intelligence
* Focus: Implicit privacy, usable privacy, visual privacy, and privacy evaluation

Previous Research: Controllable Identity Visibility in Usable Face Privacy:

* Universal Privacy Protection: An information-theoretic face anonymization model that removes
identity information from both human and machine observers [C1].

* Socially-Aware Privacy: A de-identification approach that preserves recognizability for familiar
individuals while preventing machine recognition [J8].

* Human-AI Privacy Asymmetry: An identity hider that leverages differences between human
and machine perception, only enabling machine utility [J9].

* Authorized Identity Access: A cancelable face generation model that supports identity recogni-
tion exclusively by authorized systems [C3].

Current and Future Research: Human-Centered Implicit Privacy Governance in the GenAlI Era.
* As GenAl systems like GPT increasingly infer sensitive attributes, intentions, and social relation-
ships from seemingly innocuous interactions, implicit privacy is emerging as a challenge beyond
data disclosure and access control. Such risks arise when Al systems derive sensitive knowledge
or social inferences that individuals neither intentionally reveal nor fully anticipate.

* Our research integrates privacy engineering with computational social science to study human-
centered implicit privacy. We develop frameworks for implicit privacy discovery, risk awareness,
and privacy-preserving interventions, while examining how Al-driven inference shapes disclosure
behaviors, privacy perceptions, social interactions, and evolving privacy norms in inference-rich
digital environments.

Publications

* Statistics: Google scholar citations > 542, h-index = 11; published 7 papers as first or corre-
sponding author, including 3 in CCF-A, 1 with impact factor > 10, and 1 highly cited in ESI
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* Representative publications: [J12], [J3], and [J1] in IEEE Transactions on Dependable and Se-
cure Computing; [J7] and [J19] in IEEE Transactions on Information Forensics and Security ; [J15]
in ACM Computing Surveys; [J5] in IEEE Transactions on Pattern Analysis and Machine Intelli-
gence; [C2-C4] in ACM International Conference on Multimedia
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ternational Conference on Multimedia (2026), Just Accepted.
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Awards & Honors

* Doctoral Student Program of the Young Sci-Tech Talents Cultivation Project, CAST, 2025
* Puxin Elite Scholarship, 2025

* CSC Scholarship of High-Level Postgraduate Program, 2025

* ACM MM Honorable Mention Award, 2024

* National Scholarships for Postgraduate Students, 2023

Research Grants

* PI, Postgraduate Research Innovation Program, Jiangsu Provincial CN¥ 15,000 2025-2027
Department of Education; Friendly Face Privacy Protection



Presentations & Talks

2026 MILANODAY, University of Milan. Invited Talk: “Al and the Death of Privacy? Navigating
New Threats and Modern Defenses.”

Professional Services

Journal Reviewers: TKDE, TDSC, TCSVT, TNSE, TBIOM, TOMM, EAAI, ESWA, KBS, IOT]J.
Conference Reviewer: ICLR, SIGKDD, AAAI, ACM MM
Membership: ACM EIGTRUST Membership; CSIG Membership
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